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Introduction

When you're preparing for a systems engineering, DevOps, or backend development role, you'll often encounter
questions that test your understanding of Unix fundamentals. Whether the interview is a technical phone screen, a
live coding session, or an on site panel, the interviewer's goal is to gauge how comfortable you are with the
operating system that powers most servers, cloud infrastructure, and even many personal machines. This article
dives deep into the most common Unix questions asked in interview, explains why they matter, and provides
practical guidance on how to answer them confidently.

Why Unix Interview Questions Matter

Unix (and its derivatives like Linux, macOS, and BSD) is the backbone of modern IT. Mastery of Unix concepts
translates into:

« Effective troubleshooting of production issues.

e Writing maintainable shell scripts and automation.

e Securely managing user permissions and processes.
¢ Optimizing system performance and resource usage.

Interviewers use Unix questions to assess not just rote knowledge but also problem solving skills, the ability to think
critically under pressure, and familiarity with industry best practices.

Common Categories of Unix Interview Questions

Below are the key categories you'll likely encounter. Each section includes representative questions and the
rationale behind them.

1. Shell Basics & Command Line Proficiency

These questions test your familiarity with the shell environment, command syntax, and file manipulation.

2. Process Management & System Resources

Here, interviewers probe your understanding of how Unix schedules tasks, manages memory, and handles 1/O.

3. File Systems & Permissions

These questions focus on how data is stored, accessed, and protected on a Unix machine.

4. Networking & Security

Unix’s networking stack is powerful. Expect questions on sockets, firewall rules, and secure communication.

5. Scripting & Automation

Showcase your ability to write concise, reusable scripts that automate routine tasks.

6. System Administration & Troubleshooting

These are scenario based questions that test your diagnostic skills.



7. Advanced Concepts (SELinux, cgroups, etc.)

If the role is senior, you may face questions on more specialized topics.

Top Unix Interview Questions and Model Answers

1.What is the difference between a hard link and a soft link?

Answer:A hard link is an additional directory entry that points directly to the inode of a file. Multiple hard links
share the same inode; deleting one link does not remove the file until the last link is removed. A soft link (symbolic
link) is a separate file that contains a pathname to another file or directory. It can span different file systems and
can point to directories. If the target is removed, the soft link becomes broken.

2. Explain the purpose of the /proc filesystem.

Answer:The /proc directory is a virtual filesystem that provides an interface to kernel data structures. Each
process has its own directory (/proc/[PID]) containing files that expose runtime information such as memory usage,
open file descriptors, and CPU state. System-wide files like /proc/meminfo or /proc/cpuinfo give insight into
hardware and kernel statistics.

3. How does the Unix 'nice’' command affect process scheduling?

Answer:The nice command sets a process’s niceness value, which ranges from -20 (most favorable) to +19 (least
favorable). The scheduler uses this value to determine the priority of CPU time allocation; processes with lower
niceness values receive more CPU cycles. Adjusting niceness can be useful for background jobs that should not
interfere with interactive users.

4. What is the difference between a PID and a PPID?

Answer:PID stands for Process ID, a unique identifier assigned by the kernel. PPID is the Parent Process ID,
indicating the process that spawned the current process. The PPID is useful for tracking process hierarchies and
managing orphaned processes.

5. Describe the steps to change file permissions using the ‘chmod' command.

Answer:chmod changes the mode bits of a file or directory. You can use symbolic notation (chmod u+x file) or
octal notation (chmod 755 file). The first digit sets the owner’s permissions, the second sets the group’s, and the
third sets others’. Bits represent read (4), write (2), and execute (1) permissions.

6. Explain what 'grep -r' does.

Answer:The grep -r command performs a recursive search for a pattern across all files in the current directory and
its subdirectories. It's handy for locating code snippets, configuration entries, or error messages in large codebases.

7. How would you find and kill a process that is consuming too much CPU?

Answer:First, use top or htop to identify high CPU processes. Then note the PID and confirm its identity with ps -p
PID -o pid,cmd,etime,pcpu. If you decide to terminate it, use kill PID for a graceful shutdown or kill -9 PID for a
forceful kill. Always verify the process’s role before terminating to avoid disrupting critical services.

8.What does the 'ulimit' command do?

Answer:ulimit controls resource limits for the shell and processes started from it. For example, ulimit -n 1024 sets
the maximum number of open file descriptors. These limits prevent runaway processes from exhausting system
resources.

9. Explain the difference between 'ssh' and 'scp'.



Answer:ssh (Secure Shell) provides an encrypted terminal session for remote command execution. scp (Secure
Copy) is a file transfer utility that uses SSH for data encryption and authentication. While both rely on SSH, scp is
specifically designed for copying files.

10.What is a 'cron' job and how do you schedule one?

Answer:A cron job is a scheduled task managed by the cron daemon. You edit the crontab with crontab -e,
specifying a time expression (minute, hour, day of month, month, day of week) followed by the command to run. For
example, 0 2 * * * Jusr/bin/backup.sh runs the backup script daily at 2 /AM.

11. Describe the purpose of the 'iptables' command.

Answer:iptables is a user space utility for configuring the Linux kernel's packet filtering rules. It allows
administrators to set up firewall policies, NAT, and traffic shaping. Typical usage includes adding rules to accept,
drop, or reject packets based on criteria like source IP, destination port, or protocol.

12.What is a 'daemon' in Unix?

Answer:A daemon is a background process that runs without direct user interaction. It typically starts during
system boot, listens for events or requests, and performs tasks such as logging, printing, or network services.
Daemons often run under a dedicated system user and have no controlling terminal.

13. Explain the difference between 'ps aux' and 'ps -ef'.

Answer:Both commands list running processes. ps aux shows a snapshot of all processes with user-oriented
columns (e.g., %CPU, %MEM). ps -ef displays a full-format listing with additional fields like PPID and start time.
The choice depends on the level of detail needed.

14. How would you redirect both standard output and standard error to afile?

Answer:Use the syntax command > output.txt 2>&1. The first part redirects stdout to output.txt; the second
redirects stderr to wherever stdout is currently pointing (the file).

15.What is 'sed' and how can it be used to replace text in a file?

Answer:sed (Stream Editor) processes text streams. To replace all occurrences of “foo” with “bar” in a file, you can
use sed -i 's/foo/bar/g’ filename. The -i flag edits the file in place.

16. Explain the concept of ‘chroot'.

Answer:chroot changes the apparent root directory for a process, creating an isolated environment. It is often
used for testing or as a lightweight sandbox. However, it is not a complete security boundary because processes
can escape via setuid binaries or kernel bugs.

17.What is 'rsync' and why is it preferred over 'scp’ for backups?

Answer:rsync synchronizes files and directories between two locations, transferring only differences. It supports
compression, encryption, and incremental backups. Compared to scp, rsync is more efficient for large datasets and
can resume interrupted transfers.

18. Describe the steps to mount a network filesystem using NFS.

Answer:1. Ensure the NFS client package is installed. 2. Create a mount point: mkdir /mnt/nfs_share. 3. Mount
with mount -t nfs server:/export/path /mnt/nfs_share. 4. Verify with df -h or mount | grep nfs. For persistent mounts,
add an entry to /etc/fstab.

19.What is 'systemd' and how does it differ from traditional SysV init?



Answer:systemd is a modern init system that manages services, sockets, and device nodes. Unlike SysV init's
linear script execution, systemd uses unit files, parallel start-up, and dependency graphs. It also offers features like
cgroups integration, journaling, and socket activation.

20. Explain how to use 'awk' to process a CSV file.

Answer:awk treats input as fields separated by a delimiter. For a CSV, set the field separator with -F',". Example:
awk -F'" {print $1, $3}' file.csv prints the first and third columns. You can also add conditions: awk -F''
'$2=="Active"{print $1} file.csv.

How to Prepare for Unix Interview Questions

1. Master the Command Line

Spend time navigating directories, manipulating files, and piping commands. Build a habit of using the --help flag
and man pages to understand options.

2. Practice Common Scenarios

Set up a virtual machine or a cloud instance and simulate real world tasks: setting up a web server, configuring
firewall rules, or writing a backup script.

3. Review System Architecture

Know how the kernel interacts with user space, how processes are scheduled, and how the file system is
organized. Reading the /proc documentation and the
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